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Simple Substitution

* Plaintext: fourscoreandsevenyearsago

* Key:

Plaintext

Ciphertext

die|figlh|i|j|k|l|m/njo|p|q|r|s|t|u|v|w|X
GH|II|J KILMIN|O|PIQR|S|TIUIVIWIX|Y|ZIA
Ciphertext:

IRXUVFRUHDQGVHYHQBHDUVDIJR
Shift by 3 is “Caesar’s cipher”




Caesar’s Cipher Decryption

Suppose we know a Caesar’s cipher is being
used:

Plaintext |alb|c|d|e|f|g|h|i|j|k|l|m[n|o|p|q|r|s|T|u|v|w|X]|y

Ciphertext [DIE|F|G|H|I|J|K|LIM|N|O|P|Q|R|S|T|UIVWX|Y|Z|A|B

Given ciphertext:
VSRQJHEREVTXDUHSDQWYV

+ Plaintext: Spongebobsquarepants



Not-so-Simple Substitution

* Shift by n forsomen € {0,1,2,...,25}
* Thenkeyisn

 Example: keyn="7

Plaintext |a|b|c|d|e|f|g|h|i|j|k|l|m/n|o|lp|lq|r|s|t

Ciphertext |H I|JT|K|L|M|N|O|P|QIR|S|T|U|VWIX|Y|Z|A




(Vigenere Cipher): a3 88 e JUa

KEY :zlidall HELLO :la¥) Ll

KEYKE :zUadl  HELLO :la¥) paill il Jsh ae laial Fliad) ) S5 caay
pal)

H+K=(7+10)%26=17 >R

E+E=(4+4)%26=8 - |

L+Y=(11+24)%26=9-)

L+K=(11+10)%26=21>V

O+E=(14+4)%26=18->S

RUVS il Saill



(Vigenere Cipher): a3 88 e JUa

s adil) sl
sl ol e gl (A pall Rad 7 ok o

R-K=(17-10)%26=7 > H
|I-E=(8-4)%26=4>E
J-Y=(9-24+26)%26=11->L
V-K=(21-10)%26=11>1
S-E=(18-4)%26=14->0
HELLO ;& sSidll il
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